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[OTOBMM OnepaumoHHy0 cuctemy ans ygobHoro ncnonb3oBaHus. JaHHbI pa3gen noBTopsem
A9 KaXka0W MaLLWHbl, BXOASLLEN B CTEHA,:

MpoBepsiem cocTOsiHWE apparmor

apparmor_status

Ecnu Buaum Takou BbIBOA,:

To oTkntoyaem apparmor:

sudo systemctl stop apparmor

sudo systemctl disable apparmor

[octaBnsiem HeobxoauMble NMakeTbl:

sudo apt install net-tools mc wget -y

BbicTaBnsem BpeMeHHyo 30Hy:

sudo timedatectl set-timezone Europe/Moscow

O6HoBnsiem cuctemy:

sudo apt upgrade -y



CONSUL

BMHapHUK KOHCYNa cKauMBaeTCsl BPYyYHYHO Yepes BMH. PacnakoBbiBaeTCs M NOMELLaeTcs Ha
cepsep no nyt1 PATH. B Haluem npumepe 3T10:

/usr/bin

3apatoTcs npaBa Ha UCMONHEHWE ANs NONb30BaTeNs, rpynnbl U OCTanbHbIX:

sudo chmod ugo+x /usr/bin/consul

MpoBepsem 3anyckas B koHconu consul. BeiBog AonkeH 6biTb BOT TAKUM:
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Job6aensem consul kak cnyx6y B systemd.

cd /usr/lib/systemd/system

Co3paém chann consul.service c onucaHnem cnyxo6bi:

sudo mcedit consul.service

HanonHsem ero cnepyowmum coaep>XXxumMbim:

ice mesh

nfig-dir=/e
SMAINPID

[Unit]

Description="HashiCorp Consul - A service mesh solution"
Documentation=https://www.consul.io/
Requires=network-online.target
After=network-online.target

ConditionFileNotEmpty=/etc/consul.d/consul.hcl

solution’




[Service]

#EnvironmentFile=/etc/consul.d/consul.env

User=root

Group=root

ExecStart=/usr/bin/consul agent -config-dir=/etc/consul.d/
ExecReload=/bin/kill --signal HUP $MAINPID
KillMode=process

KillSignal=SIGTERM

Restart=on-failure

LimitNOFILE=65536

[Install]

WantedBy=multi-user.target

cd /etc/systemd/system/multi-user.target.wants

Co3paém cMMnuHK gnsa atoro chauna:

sudo In -s /usr/lib/systemd/system/consul.service /etc/systemd/system/multi-
user.target.wants/consul.service

Co3paém Katanoru u KoHcurypaumoHHbie channbl gna 3anycka consul:
sudo mkdir /etc/consul.d /opt/consul

sudo mcedit /etc/consul.d/consul.hcl

HanonHsiem ero cogepxumMbim, NOACTABNSAS CBOU 3HAYEHUS:

log_level = "INFO"

datacenter = "yourDataCenterName"

data_dir = "/opt/consul"

client_addr = "0.0.0.0"

bind_addr = "0.0.0.0"

ui = true

server = true



bootstrap = true

telemetry {
prometheus_retention_time="20s"
}
node_name = "yourNodeName"
advertise_addr = "yourlP"
http_config {
response_headers {

Access-Control-Allow-Origin = "*"

}

addresses {

dns="0.0.0.0"

http="0.0.0.0"
}
ports {

dns=8600

}
recursors = ["DNS1ip","DNS2ip"]
start_join = ["yourlP"]



B Hawem npumepe 6y,qu BbirNaAeTb TakK:

log level "INFO"
datacenter = "dpr"

data dir = "/opt/consul™
client addr |

bind addr

recursors
start join




Mepe3anyckaem gemoHa systemd ans Toro, 4to6bl OH NepeynTan co3paHHyo
KOHdpUrypaumio:

sudo systemctl daemon-reload

Otkniouaem cnyxby systemd-resolved (eé 3ameHuT consul):
sudo systemctl stop systemd-resolved

sudo systemctl disable systemd-resolved

3anyckaem cnyx6y consul u po6aBnsem B aBTo3anyck:
sudo systemctl start consul

sudo systemctl enable consul

Ansa peructpauum cepsuca B Consul BPYYHYIO B nanke /etc/consul.d cospaém json-
c¢hanin c UMeHeM cepBUCa U CrieAyIOLUM COAEPXMMbIM, NOACTAaBUB Heobxoaumbie
3HaYeHus:

{ "service":{ "name": "MyService", "tags™:[ "MyServiceTags" ], "address":
"ServicelP", "port": ServicePort }}

B Hawem npumepe co3papum cnyx6by PostgreSQL. Coaepxumoe cpaina postgres.json
B 3TOM Clnyyae:

{ "service":{ "name": "postgres", "tags": [
"port": 5432 }}

JAna npumeHeHUa HOBOM KOHoUTypaLum UCnosnb3yem:

sep" ], "address":"172.30.62.10"

consul reload

lMpoBepuTb, UTO CepBUC NOABUIICA, MOXHO 3anaa Ha Web-uHtepdeic cepsepa Consul:
Job6aBnsem KopHeBoM cepTucdouKar B JOBEepPEeHHbIe:

sudo mkdir /usr/local/share/ca-certificates/nbt

sudo cp /tmp/root.crt /usr/local/share/ca-certificates/nbt/root.crt

sudo update-ca-certificates
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POSTGRESQL

YcraHasnuBaem PostgrSQL:

sudo sh -c 'echo "deb http://apt.postgresql.org/pub/repos/apt $(Isb_release -cs)-pgdg main" >
/etc/apt/sources.list.d/pgdg.list'

wget --quiet -O - https://www.postgresql.org/media/keys/ACCC4CF8.asc | sudo apt-key add -
sudo apt-get update

Mepen BbINOMHEHMEM CrieayoLLLEN KOMaHAbl HEODOXOAMMO ONPEAENNTLCS C HYXXHOW BEPCUEN
Postgre. No ymonuaHuio 6yaet yctaHoBneHa nocnegHas (14-a Ha TEKYLLUIA MOMEHT):

sudo apt-get -y install postgresq|l

Ecnu |-|e06xo,quma UHaA Bepcua, TO B KOMaH4e yKa3biBaeM B ABHOM Buae, Hanpumep:

sudo apt-get -y install postgresql-12

YcraHaBnMBaem pa3pelueHusa Ha JoCTyn K Haemy cepBepy B channe pg_hba.conf:

B Hawwem npumepe aT1oT hann Haxoautca B /etc/postgresql/14/main

Job6aensem B KoHue daina:

host all postgres all md5

Jdanee, pepaktupyem koHdurypauuoHHbii cpainn postgresql.conf:

Haxoamm napamertp listen_addresses, paCKOMMEHTUPYEM U NPUCBanUBaEM eMy 3HauUeHue *'.
OTO facT BO3MOXHOCTL 0bpaLLatbCs K Knactepy U3BHe cepeepa:

MNMepesanyckaem cnyx06y ana npumeHeHUa U3AMEHEHUN:
systemctl stop postgresql@14-main
systemctl start postgresqgl@14-main



MeHsem naposnb nonb3oBarens postgres:

sudo -u postgres psql
ALTER USER postgres PASSWORD 'MyPass";
I'ne MyPass — naposb, KOTOpbIA Mbl 3a0aéEM.

lNMpoBepsiem [OCTYNMHOCTb, NOACOEAVUHUBLLUMCH U3BHE, Hanpumep, yepes dbeaver.

Peructpupyem cepeep CYB/[], B DNS (co3paém 3anucb A-tuna).



CAMUNDA

YcraHaBnuBaem nNpepeKBU3UTbI:
Java

Kauaewm c https://jdk.java.net/archive/ Hy>xHyto Bepcuto. B Hawem npumepe 6yaet 15-4.
TekyLme nogaepxmBaemble Bepcumn Java MoXXHO NOCMOTPETL Ha odomLmanbHOM canTe
Camunda

https://download.java.net/java/GA/idk15.0.2/0d1cfde4252546c6931946de8db48ee2/7/GPL/o
penjdk-15.0.2 linux-x64 bin.tar.gz

Konupyem ckauaHHbI# Tap6on B nanky /tmp Ha cepBepe.

Co3paém Katanor Ang XxpaHeHus pa3BépHyYTbIX Bepcuil Java u nepexoamum B Hero:

sudo mkdir -p /usr/java/openjdk && cd /usr/java/openjdk

Konupyem Tap6on B TeKkyLLylo Nanky M pacnakoBbiBaeMm:

sudo cp /tmp/openjdk-15.0.2_linux-x64_bin.tar.gz openjdk-15.0.2_linux-x64_bin.tar.gz

sudo tar -xzvf openjdk-15.0.2_linux-x64_bin.tar.gz

3apaém nepemMeHHbIe OKPYXXeHUs:

sudo vi /etc/profile

Job6aensem B KOHel, channa:

# OpendDK 15
JAVA_HOME=/usr/java/openjdk/jdk-15.0.2

PATH=$PATH:$HOME/bin:$JAVA_HOME/bin
export JAVA_HOME
export PATH


https://jdk.java.net/archive/
https://download.java.net/java/GA/jdk15.0.2/0d1cfde4252546c6931946de8db48ee2/7/GPL/openjdk-15.0.2_linux-x64_bin.tar.gz
https://download.java.net/java/GA/jdk15.0.2/0d1cfde4252546c6931946de8db48ee2/7/GPL/openjdk-15.0.2_linux-x64_bin.tar.gz

-d /etc/profile.d ]; then
in /etc/profile.d/*.sh; d

S l"'

m a3
M D !

[m

=/usr/java/openjdk/jdk-15
: /bin: /bin
export JAVA HOME
export ?ATHI

CoxpaHseMm uameHeHus, BbIXOAMUM.

Peructpupyem Tekywyto Bepcuio Java B onepaLuoHHOU cucteme.




sudo update-alternatives --install "/usr/bin/java" "java" "/usr/java/openjdk/jdk-15.0.2/bin/java" 1

sudo update-alternatives --install "/usr/bin/javac" "javac" "/usr/java/openjdk/jdk-

15.0.2/bin/javac" 1

MpoBepsiem TekyLuyto Bepcuio Java:

java -version

Ecnn Bngmm BOT TakoM BbIBOA;:

To HacTpounu Java npaBuiibHO.

Cama Camunda.

CkaumBaem Tapbon c cauta u Konupyem Ha cepBep:

https://downloads.camunda.cloud/release/camunda-bpm/run/

Co3paém karanor, rge 6yper pasmeLleHO Halle NPUIIoXKeHUe U Nnepexoaum B Hero:

sudo mkdir -p /apps/camunda && cd /apps/camunda

Konupyem Tap6on B TekyLLylo Nanky U pacnakoBbiBaeMm:

sudo cp /tmp/camunda-bpm-run-7.17.0.tar.gz camunda-bpm-run-7.17.0.tar.gz && sudo tar -
xzf camunda-bpm-run-7.17.0.tar.gz

MNepepn 3anyckom Camunda Heo6x0A4UMMO [OHACTPOUTD:
Mockonbky y Hac ncnonb3yetca PostgreSQL B kauectse CYB/[ — goctaBnsem sBa-gpaneep:

CkaumBaem c cavita https://jdbc.postgresqgl.org/download.html, konupyem Ha cepsep.

B Hawiem npumepe ncnonb3yercs nocneHas Ha TeKyL M MOMeHT Bepcus 42.3.3

Pa3wmelliaem B nanke pacnakosaHHon KamyHgpl /configuration/userlib:


https://downloads.camunda.cloud/release/camunda-bpm/run/
https://jdbc.postgresql.org/download.html

sudo cp /tmp/postgresql-42.3.3.jar /apps/camunda/configuration/userlib/postgresql-42.3.3.jar

Co3zpaém Ha cepepe CYB[l 6a3y gaHHbix nog Camunda n nponucbiBaem B
KOHcpurypaumoHHom channe (/configuration/default.yml) obpaiueHune k aton B, B Hawem
cny4dae ato byget 6asa process-engine.

Pa6ounit KOHchUr B 3TOM cCrniyyae BbIrNA[AMUT TaK:
camunda.bpm:
admin-user:
id: demo
password: demo
run:
Cors:
enabled: true

nkn

allowed-origins:

# datasource configuration is required
spring.datasource:
url: jdbc:postgresql://nbt-ub-postgr-01.dpr.norbit.ru:5432/process-engine
driver-class-name: org.postgresql.Driver
username: postgres
password: 12345678
server.port: 8113



lne

jdbc:postgresqgl — Tun ucnonslyemoro coegmHenus ¢ b (postgresql)

nbt-ub-postgr-01.dpr.norbit.ru:5432/process-engine — agpec cepsepa CYB[, nopt 1 ums
ncnonb3yemon 6a3sbl

org.postgresql.Driver — npsimoe ykazaHue Java-MaluvHe, Kakou ApanBep UCnosib3oBath A
OaHHOro coefuHeHus

postgres — umsi ponu B B[l ¢ HeobxoanMbIMK NpaBaMm AOCTyMNa

12345678 — naposb ponu B B[], ¢ HeobxoaMMbIMK NpaBamMu LOCTyNa

server.port: 8113 — nopT, Ha KOTOPOM Ha4yHET BelaTb Camunda nocne 3anycka (4oSKeH
ObITb cBOBOAEH ANS YCMELIHOro 3anycka).

Camunda 3anyckaetca ckpuntom start.sh n octaHaenmeaetcs ckpuntom shutdown.sh

3anyckaewm start.sh n npoeepsem 6payzepom, uto Camunda Havana BeLiatb Ha 3a,aHHOM
nopty (8113):



172.30.62.12:8113/camunda/app/welcome/default/#!/login

T™ Wi

CAMUNDA

Welcome

|UE€I'HGH'!E

Password

Hob6aenam 3anyck Camunda kak linux-cepBuc:



ELASTICSEARCH

[nsa cteHpa BaxHa Bepcus naketa 7.9.2. B TekyLLUMX peannsax ckadmaem pykamu yepes VPN

1 KOMMPYEM Ha cepBep.

MNepexopum B Nanky co CKayaHHbIM NPUIIOXXEHUEM U yCTaHaBNIMBaeM ero:
cd /tmp && sudo dpkg -i elasticsearch-7.9.2-amd64.deb

Pepaktupyem cpaiin Hactpoek ElasticSearch:

sudo mcedit /etc/elasticsearch/elasticsearch.yml

Ctupaem BCé cofepXxumoe v HanosiHAem cBoum. B Hawem npumepe:
bootstrap.memory_lock: false

cluster.name: dpr-sep-elasticsearch

http.port: 9200

http.cors.allow-origin: "'

http.cors.enabled: true

http.cors.allow-headers : X-Requested-With,X-Auth-Token,Content-Type,Content-
Length,Authorization

http.cors.allow-credentials: true
network.host: 172.30.62.12
node.data: true

node.ingest: true

node.master: true
node.max_local_storage_nodes: 1
#node.name: ax.elastic.service.consul
path.data: /apps/elasticsearch/data
path.logs: /apps/elasticsearch/log
transport.tcp.port: 9300
xpack.license.self_generated.type: basic
xpack.security.enabled: false
path.repo: ["/backup/elasticsearch"]

discovery.type: single-node



cluster.max_shards_per_node: 2100

Co3paém nanku npuoxeHus, KoTopbie ykasanu B KOHure n pobaBnsem paspeLueHus
ANA nonb3oBartens, NoA KoTopbim 3anyckaem cnyxby ElasticSearch:

mkdir -p /backup/elasticsearch /apps/elasticsearch/data /apps/elasticsearch/log

sudo chmod -R 777 /apps/elasticsearch

3anyckaem cnyxb6y elasticsearch:

sudo systemctl start elasticsearch

I'IpoaepﬂeM, 4YTO OHa 3anycTunach ycnewHo, K YTO OHa p,oGaBneHa B aBTO3arpy3ky:

sudo systemctl status elasticsearch




Ecnu Bupum craryc disabled — nobaBnsem B aBTo3arpy3ky KOMaHAO0M:

sudo systemctl enable elasticsearch

MpoBepsiem fOCTYNHOCTb pecypca Cc ApYyrux MalluH cTeHAA:

curl ub-cames-01.nbt.dpr.norbit.ru:9200/_cluster/health?pretty



CEPTUOUKATDI

'eHepauus KOpHEBOro Kro4a:

BHUMAHME! JaHHbIK Kntov ucnonb3yeTcs Afa NOANUCbIBaHMA 3aMpoCcoOB Ha
cepTtucpukatbl. XpaHutb B 6e3onacHOm cyxom u TEMHOM mecTe!

openssl genrsa -des3 -out rootCA.key 4096

Janee co3paém n camonognucbiBaem KOpHeBo# cepTudomkar:

openssl req -x509 -new -nodes -key rootCA.key -sha256 -days 1024 -out rootCA.crt

pe:
rootCA.key — KJto4, KOTOPbIN Mbl CO34anun Ha NpeablayLiem Lare

rootCA.crt — nmst KOPHEBOIO cepTudmKaTa, KOTOpbI Mbl FEHEPUPYEM

/*Co3paHue cepTudukara (a4na Kaxxporo cepsepa):
Co3paém kniou ceptucukara:

openssl genrsa -out mydomain.com.key 2048

Co3paém 3anpoc Ha nognucaHue (csr):

openssl req -new -key mydomain.com.key -out mydomain.com.csr

MpoBepsem copgepxumoe csr-chauna:

openssl req -in mydomain.com.csr -noout -text

*/
CSR+KEY

openssl req -out dpr.norbit.ru.csr -newkey rsa:2048 -nodes -keyout dpr.norbit.ru.key -config
san.cnf

CSR

openssl x509 -req -in dpr.norbit.ru.csr -CA DPRrootCA.crt -CAkey DPRrootCA key -
CAcreateserial -out dpr.norbit.ru.crt -days 500 -sha256 -extfile san.cnf -extensions req_ext



openssl req -out standsip.csr -newkey rsa:2048 -nodes -keyout standsip.key -subj
"/C=RU/ST=Moscow/L=Moscow/O=Norbit/OU=Norbit-DPR/CN=consul.service.consul" -
config san.cnf -extensions req_ext

SiteCert from CSR

openssl x509 -req -in standsip.csr -CA DPRrootCA.crt -CAkey DPRrootCA.key -
CAcreateserial -out standsip.crt -days 500 -sha256 -extfile san.cnf -extensions req_ext

PFX from CRT and KEY

openssl pkcs12 -export -out standsip.pfx -inkey standsip.key -in standsip.crt

Copepxmmoe SAN.CNF

[req]

default_bits =2048

distinguished_name = req_distinguished_name
reg_extensions = req_ext

[ req_distinguished_name ]

countryName = Country Name (2 letter code)

stateOrProvinceName = State or Province Name (full name)
localityName = Locality Name (eg, city)

organizationName = Organization Name (eg, company)

commonName = Common Name (e.g. server FQDN or YOUR name)
[req_ext]

subjectAltName = @alt_names
[alt_names]

DNS.1 =dpr.norbit.ru

DNS.2 = *.dpr.norbit.ru

DNS.3 = ub-front-01.nbt.dpr.norbit.ru
DNS.4 = ub-back-01.nbt.dpr.norbit.ru
DNS.5 = ub-cames-01.nbt.dpr.norbit.ru
IP.1 =172.30.62.10

IP.2 =172.30.62.11

IP.3 =172.30.62.12

IP.4 =172.30.62.13



IP.5 =172.30.62.14

Job6aensem ceptudpumkar YL, B soBepeHHble Ha KaXK401 MalluHe cTeHaa:

sudo update-ca-certificates

bak

[obaensem ko4 nognucbiBaHus naketa MankpocodT B CINCOK AOBEPEHHLIX KIHOYEN 1
[06aBnTb PENO3MTOPUIA NAKETOB:

wget https://packages.microsoft.com/config/ubuntu/20.04/packages-microsoft-prod.deb -O
packages-microsoft-prod.deb

sudo dpkg -i packages-microsoft-prod.deb

rm packages-microsoft-prod.deb

sudo apt update

YcraHaBnuBaem cpepy BbinonHeHusa Dotnet:

sudo apt install -y aspnetcore-runtime-5.0 dotnet-sdk-5.0

Janee pacnakoBbiBaem Bce apTedakTbl 63ka KaXkabl B OTAENbHbIA KaTtanor B nanky
lapps.

Kaxxgoe 13 npunoXxeHnin 3anyckaem Kak cepsuc. [na atoro cosgaém chann cepauca u
nomeLlaem B katanor /etc/systemd/system. B kauecTBe npumepa Ucnosib3yem npusoxeHue
audit, pacnakoBaHHoe B /apps/audit.

sudo vi /etc/systemd/system/audit.service
O6paseuy copgepxumoro dhauna cepsuca audit.service:

[Unit]

Description=Audit dotnet application



[Service]

WorkingDirectory=/apps/audit

# systemd will run this executable to start the service

# if /usr/bin/dotnet doesn't work, use "which dotnet™ to find correct dotnet executable path
ExecStart=/bin/bash -c "cd /apps/audit && $(cat run.cmd)"

# to query logs using journalctl, set a logical name here

Syslogldentifier=AuditBack

# Use your username to keep things simple.

# If you pick a different user, make sure dotnet and all permissions are set correctly to run
the app

# To update permissions, use 'chown yourusername -R /srv/HelloWorld' to take ownership of
the folder and files,

# Use 'chmod +x /srv/HelloWorld/HelloWorld' to allow execution of the executable file

User=pasha

# This environment variable is necessary when dotnet isn't loaded for the specified user.

# To figure out this value, run 'env | grep DOTNET_ROOT' when dotnet has been loaded into
your shell.

Environment=DOTNET_ROOQOT=/usr/share/dotnet

[Install]

WantedBy=multi-user.target

pe:

Description — onncaHue Haluero cepsuca (NokasbiBaeTCs Npu 3arnycke)
ExecStart — komaHga, 3anyckatoLas npunoxeHme

WorkingDirectory — pabounii katanor npunoxeHus

Syslogldentifier — UpeHTUMKaTOp coobLLEeHnn NpunoxeHus B syslog
User — nonb3oBaresib, OT KOTOPOro 3aryckaeTcs CepBuc

Environment — nepemeHHas okpyxeHns DOTNET_ROOT, Heobxoammas gns KOppeKTHOro
3anycka dotnet-npunoxeHuin. JomkHa ykasbiBaTb Ha UCMOfHAeMbIN hann dotnet.



CoxpaHsem, 3aKpbiBaem.

MepeunutbiBaem KOHhUrypaLmio:

sudo systemctl daemon-reload

3anyckaem Hall HOBbIW cepBuC U pobaBnsem B aBTO3arpy3Ky (MCrnonb3yem ums
cospaHHoro chauna):

sudo systemctl start audit.service && systemctl enable audit.service

MpoBepsieM, YTO OH 3aNyCTUIICA YAAYHO:

sudo systemctl status audit.service

CM,U,MHF (3anonHeHmne 6a3bl HEOBXOANMBIMU HACTPOMKaMM)

BbinonHseTcs eAMHOPAasoBo Npu Co34aHMKM CTeHAA UK Npu O6HOBNEHMM Baka.

Co3parb nonb3oBarens admin u ponu. ina atoro B nanke ¢ ldentityServer BbinonHuTsb:
dotnet ./NbtPlatform.Core.ldentityServer.Seed.dll

B nanke c komnoHeHTOoM clitools BbinonHsem:
dotnet ./NbtFramework.Cli.SeedData.dll

TODO (OnucaHme KOHGMIroB NPUNOXEHMUS)

MopTtbl BOKA

### BACK Services PORTS

Audit - 5046
Backgroundworker - 5084
Boinstance - 5005
Bpmengine - 5035

Calendar - 5071



Clitools - 5009

Documenttemplate - 5068
ExternalSystem - 5061
Generatingtestdata - 5009
Integrationlog - 5042

Log - 5049
Manageapiresource - 5024
Managecms - 5087
Managefile - 5031
Manageuser - 5006
Notice - 5052
Platformconfigurator- 5006 (changed to 5007)
Scheduler - 5086
Temporaryfilestorage- 5037

Uiformsettings - 5018
Warehouse - 5083

Webdefaultapigateway- 5001
Widget - 5073



®POHT

3Hakomum Identity ¢ copoHTOM (CMAMHT chpoHTa). [Ina 3TOro BbINOSIHAEM B Nanke ¢
IdentityServer:

dotnet ./NbtPlatform.Core.ldentityServer.Seed.dll /addwebclient <ums cobpaHHoro dopoHTa>
https://<appec Beb-nHTEPhENCa hpOoHTa>



